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1
Executive Overview

Security risks on the Internet threaten privacy as never before—privacy of corporations, governments, and of everyday consumers. Simply by using a standard Internet Web browser, a user reveals a wealth of information to unauthorized third parties. This can include the user’s location, Web page viewing habits, organization, and department to name a few. Using this information, a Web site can track the user’s interests, or potentially explore and exploit known security holes in the user’s software, computer, or surrounding network. 

As a result, a comprehensive security solution is not nearly complete with the implementation of firewalling and other traditional measures alone, as the browsing habits of a given organization's users are leaking critical information directly to the outside world, including to competitors.

The purveyors of this information to the outside world are the basic underlying technologies of the Web. Java, JavaScript, ActiveX, XML, cookies, and the IP address all pose known and unknown threats to a user’s privacy and the security of their system. Until a trust relationship can be established between a user and a Web site, the user’s best option for privacy and security is to keep identity private and secure against all possible threats. Anonymizer, Inc. provides complete privacy services for using the World Wide Web and other Internet services. 

The company's core offering, Anonymizer Surfing, allows an individual, an entire department, or an ISP customer base to freely surf the Web with absolute anonymity. Anonymizer Surfing acts as a trusted agent, retrieves Web pages on behalf of the user, and removes security threats by blocking various aspects of the pages with dynamic re-editing. In addition, when a user establishes a trust relationship with a Web site, that user (or organization) can enable various features like Java, JavaScript, and cookies for only that Web site in particular.  Anonymizer Surfing provides an optional audit trail for internal monitoring of corporate or government Web traffic. It can be configured to allow entire networks to use the service, or users can sign on individually with their issued user-names and passwords.  While those outside an organization should not have access to such information, those inside the organization often may need to be able to track such movements of their employees.

A second threat to privacy is the potential for the unauthorized monitoring of a user along the network link between the user and the Anonymizer Surfing server. Though standard Web browser encryption provides some security of the contents of the page, the address of the page and other information can still be revealed.  This information can be of considerable value to business competitors and the subject of sensitive on-line research. Anonymizer Pipeline encrypts all network traffic from the customer to the Anonymizer, including Web, news, and e-mail. The product works in the background to maintain anonymity of Internet activities, without the need for user attention. 

The Anonymizer offering is entirely server based, freeing the user from tedious client software installations, platform constraints, and the need to continually upgrade- a significant task for an individual or large organization.

Anonymizer server software runs on Solaris and Linux platforms. All Anonymizer site license plans include upgrades and second level technical support. Additional contract options include hardware leasing and redundancy or emergency hardware replacement plans.

Anonymizer security services provide a comprehensive line of defense against privacy threats for every aspect of Internet use—from the sensitive research needs of corporations and government departments to the everyday protection of commercial Internet users. Anonymizer, Incorporated maintains a reputation for strong dedication to on-line privacy, and maintains a firm corporate trust relationship with its privacy service customers. Anonymizer, Incorporated has developed privacy services on-line since 1997.

2
Privacy risks using the world-wide-Web: So nothing can get in.  Now, what is leaking out?

More than 70 million Internet users across the globe use Web browsers to retrieve and view information of every sort. Regardless of their use of this information—personal entertainment, financial, purchasing, or research—their actions and activities on the Internet reveal intensely sensitive and private information about a particular user or organization. Accordingly privacy continues to be reported as a top concern of Internet users.  (Source: GVU/Trust-E WWW user privacy polls)

Government involvement and Internet industry attempts at self-regulation find only limited success. Any legal solution to the Internet privacy crisis based on regulation, deterrence and post-facto prosecution would require an extensive bureaucracy and invasive enforcement mechanisms, which many in industry and government express an eagerness to avoid.

Privacy threats on the Internet are technical in nature, and they can be stopped through the use of privacy enhancing technologies. Blanket protection of privacy represents significant added value for any Internet user or ISP customer.

2.1
Information revealed by the IP address

Every computer connected to the Internet has a specific number associated with it, to address Internet data traffic. This number is called the IP address. When using a Web site, a user’s Web browser transmits the IP address, so that the site can send the contents of the page back to the user’s computer. The IP address alone reveals a substantial amount of information about the user.

Using public, on-line databases at Network Solutions (InterNIC) and the American Registry of Internet Numbers (ARIN), and their counterparts world wide (RIPE, APNIC, etc.), a Web site can often instantly know what organisation the user comes from. Through automatic exploration of the surrounding network structure, a Web site could potentially determine the department of a user’s corporation or government. Potentially, a Web site could explore, report, and exploit any security flaws in the user’s computer or surrounding network architecture by attempting to use cracking software, such as the exploits available to the public at http://www.rootshell.com/.

In addition to providing some information about the identity of the sender, and providing network access to a user’s machine, the IP address provides a Web site with a basic tracking mechanism. With it, the Web site can track which pages the user viewed, how long they spent on each page, and what they found particularly interesting. When conducting sensitive business or government research, this information can have extraordinary value, and MUST be protected.

2.2
Privacy threats from Web content
• HTTP Protocols: When a user’s Web browser transmits a request for a Web page, it also transmits information potentially of great value or insight to the querying organization, but extremely invasive and potentially damaging to the user. Such  is transmitted continually   by the browser without the user’s knowledge.

• Cookies: Cookies are bits of information that a Web site inserts into a user’s browser. The Web site can request the browser to return the cookies at a later time. Cookies can be used to store useful information, such as a customer’s purchase choices before they ‘check out’ from an on-line store and commit to buy. However, they can also be used to track a user’s readership habits, personal preferences, and interests. Many users express a distrust of anything used to compile profiles of their usage habits without their permission, and users feel uncomfortable knowing ‘the telescreen’ is watching them as they use their Web browser.  In one recent incident involving an abuse of cookies, a high profile search engine used cookies to tag users who had entered personal data in an affiliated sweepstakes site, then was able to track the entirety of these users' search engine queries matching them to the user's actual identity.

• JavaScript: Any type of computer code which can be transmitted to a browser and which has some control over the browser’s function can pose a security threat. JavaScript can access information stored in a user’s browser preferences, such as their e-mail address and network identity, and can potentially reveal this information to a malicious Web site. A software bug in some earlier versions of Netscape allowed JavaScript to obtain the e-mail address settings without the user’s permission. Until autumn of 1998, a JavaScript program could trick a user by presenting a fake username and password box that sent the contents to the attacker. There is a strong need for blanket protection against these threats before a trust relationship can be established with a particular Web site.

• Java: Posing a greater security threat, Java allows full-fledged application programs to be transmitted to and run by the user’s browser. Malicious Java code can lodge itself in a user’s browser, reporting back to its originating Web site anything which the user transmits to any other Web site until they quit the browser. Though some security mechanisms exist to limit Java’s access to a user’s browser and the rest of their computer, Java security is the focus of extensive research and work by many developers all over the globe. Before a Web site is trusted, Java should be disabled.

• Active X and XML: These Web programming languages are beginning to gain more popularity and acceptance by the major Web browsing software. As many more types of programming systems are developed which allow a Web site to control a user’s browser and access their computer’s CPU and disk drives, the need for blanket security protection against untrusted Web sites increases. (Scheduled for implementation in the second quarter of 1999) Blanket protection from IP address and Web content privacy threats can be accomplished through the proper use of Anonymizer Surfing. 

2.3
Monitoring by eavsdroppers

When a user connects to a Web site, the user’s Internet data traffic passes through a number of different corporate networks, from the immediate connection provider to the Web site itself. Without security encryption, any network administrator with access to any link in the user’s connection can easily monitor and log all of a user’s activities. This involves no complicated wiretapping or administrative procedure—it is as easy as entering a command,  ‘snoop’ on a keyboard. Even facing standard Web encryption for secure forms, an eavesdropper can still determine which Web site a user might be viewing or using through their browser. This information can be potentially damaging to someone who wishes to keep their Web usage private. Not only must the contents of a user’s communications with a Web page be kept private from an eavesdropper, but also information about which page they access through their browser. Protection of type and content of Internet activities from these eavesdroppers can be accomplished through use of Anonymizer Pipeline.

3
The Anonymizer™ Solution

Anonymizer Corporation develops technologies that ensure user privacy and protection of their identity from both the sites they choose to view, and from any eavesdropper along the way. The most widely used and popular Anonymizer service is its first—Anonymizer Surfing. Other services include Anonymizer Pipeline, which encrypts all activities and makes them anonymous, and Anonymizer Email, which provides high-security e-mail access for anonymous communications.

3.1
Blanket protection from Web sites

The basic Anonymizer Surfing service protects users from the Web sites they view with a strong security blanket of protection. Anonymizer Surfing acts as a trusted intermediary with the World Wide Web, that protects against the various security threats discussed in section 2:

• 
IP address remapping: Anonymizer Surfing acts as a security-enhanced Web proxy server. The user requests a Web page from the Anonymizer. The Anonymizer makes the connection to request the page from the Web site, and alters the page to remove security threats. The remote Web site only sees that the Anonymizer requested the page, and cannot trace back through the Anonymizer to the IP address of the user’s computer.

•
HTTP header and dynamic page rewriting: Anonymizer Surfing rewrites the HTTP headers which can reveal sensitive information to the Web site requested, such as the previous page visited by the user, and the user’s computer and browser type. It also rewrites the entire Web page on the fly, removing threats from JavaScript and cookies, stopping Java, ActiveX, and XML threats (ActiveX/XML protection scheduled for implementation second quarter of 1999).

3.2
User-configurable options

Some Web sites are not to be trusted, but some Web sites do not function correctly with various elements like Java disabled. Anonymizer Surfing can be used to view untrusted sites on the Internet, until the user can make a determination of the site’s trustworthiness. At that point, the user can configure Anonymizer Surfing with the click of a mouse button to allow Java, Javascript, cookies, and so on from only that specific Web site. This provides efficient, total security protection from the wide range of unknown and untrusted Internet Web sites, without the need for the user to continuously change the security features of their browser.

3.3
Trusted intermediary with optional audit trail

Anonymizer Surfing acts as a trusted intermediary between the user and the world wide Web. For corporations and governments, the need to provide and audit trail of user activities is essential for internal security. For Internet Service Providers, users may demand greater privacy of their activities, preventing the ISP operators from knowing which sites they use. For this reason, Anonymizer offers three usage log options.

•
Full internal usage logs: System administrators have full access to log data. Administrators can know which Web sites were used by each user, and can monitor all user activities. In cases of court orders for user information, system administrators can immediately determine IP addresses and times of user access.

•
Hashed usage logs: System administrators have limited access to log data. Administrators can know which Web sites were used, but cannot correlate entries in the access logs to their own users. In cases of court orders for user information, system administrators can compare suspected IP numbers against hashed IP entries in the usage logs. (A hash is a one-way cryptographic function.)

•
No usage logs.

Each of these internal logging options may be valuable to different types of Anonymizer Surfing license customers.

3.4
User-to-intermediary encryption with Pipeline

Anonymizer Pipeline protects details of Web usage activities from eavesdroppers along the connection between the user and the Anonymizer Surfing intermediary. A potential eavesdropper—for example, a night-time technical support representative—could know that a connected user is using a Web site, but could not know which site, nor any significant details about their activities or use of that Web site. 

Pipeline also protects other Internet activities from monitoring by the connection provider, such as e-mail and Usenet newsgroup access.

Anonymizer Pipeline uses robust 128-bit SSLeay encryption. It is produced and distributed by an international subsidiary from Europe with no export restrictions on strong cryptography, so it can be purchased from any country in the world without cryptography import restrictions.

4
Implementation

Anonymizer services can be scaled to suit the needs of any sized network of users easily and efficiently through the addition of server hardware. Additional servers can be added seamlessly with no interruption in service. Large-scale use of username/password authentication and of Anonymizer Pipeline require separate authentication and encryption server hardware.

Basic Anonymizer Surfing Server system requirements:

•
UltraSparc or Pentium 500 class server per 3500 users

•
1 megabit bandwidth connection per 1000 users

Implementation consists of x phases for seamless transition to the large-scale use of the Anonymizer Surfing service in an organisation:


• 
Deliver requirements and service order to Anonymizer, Inc. with partial payment


• 
Install Anonymizer Surfing CD-rom on Linux or Solaris server hardware. Anonymizer, Inc. will provide full technical assistance if necessary.


•
Send remaining payment due.

4.1
User authentication and access options
Anonymizer offers two basic authentication types:

•
Username/password authentication: When accessing the Anonymizer Surfing Web privacy service, users will need to enter a username and password to authenticate and gain access. This option includes easy-to-use configuration utilities for managing usernames and passwords. Pricing includes limits on the number of usernames and passwords which can be used.

•
IP network address automatic authentication: Only users from pre-configured network addresses may use the server. Users do not need to enter any usernames and passwords with this option—authentication is automatic. Pricing includes limits on the number of allowed IP addresses.

Anonymizer offers two basic access methods:

•
Transparent proxy configuration: User workstations are configured to use the Anonymizer Surfing Web privacy server as their proxy server for Web traffic. Users access the Internet normally, and the Anonymizer actively protects them all the time.

•
Access Web page: Users must access a Web portal page to use the world wide Web with security protection from the Anonymizer server. Users choose if they want to use Anonymizer Surfing or not.

4.2
Solaris or Linux
The Anonymizer Surfing server and Pipeline encryption servers run under the Sun Solaris™ operating system, or under the Linux operating system on Intel-based workstations. Linux will be the future supported platform for Anonymizer servers.
4.3
Upgrades
Every Anonymizer server contract includes periodic updates with new basic security features and bug fixes. Updates will be shipped on CD-rom disk.
4.4
Technical support
Anonymizer, Inc. will provide top quality second level technical support with every service contract. Basic user questions which cannot be answered by user documentation will be answered by the client’s technical support staff, and they can send e-mail or call Anonymizer, Inc. for answers to these questions during normal business hours in California. A contact phone number will be provided for emergency assistance with problems which fall outside of the range of normal use, such as a server failure or disk corruption.
4.5
Contract options
Optional contract additions from Anonymizer, Inc. include leasing the server hardware for a low monthly fee, and emergency hardware replacement via express courier.

